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1
Decision/action requested

It is requested to approve the proposals.
2
References

N/A
3
Rationale

The scenario where an AMF is deployed in a less secure location (e.g. at the edge of the network) should be considered. If a UE moves from an old AMF in secure location to a new AMF in a less secure location, backward security is necessary to avoid the new AMF knows the key used by the old one, which can be achieved through horizontal like key derivation by the old AMF. Similarly, if a UE moves from an old AMF in a less secure location to a new AMF in secure location, forward security is needed to guarantee the old AMF doesn’t know the key used by the new AMF and the leakage of one key will not affect the other one, which can be achieved through re-authentication or an anchor key from stand-alone SEAF. 
Thus backward security and forward security should be supported simultaneously and in the same release.

This contribution proposes to update the interim agreement as below.
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

E.1.7.2
Additional intermediary core network key

E.1.7.2.1
Description of the question

1. This question addresses whether the key hierarchy will support an additional (compared to EPS) intermediary core network key (referred to as KAMF) derived from the security anchor key to be used between the UE and the AMF in the serving network for subsequent key derivations. 

2. This question addresses also whether there is a need for an additional (compared to EPS) backward security mechanism during AMF changes.

3. This question addresses also whether there is a need for an additional (compared to EPS) forward security mechanism during AMF changes.

E.1.7.2.2
Interim agreement

1. It is agreed that the key hierarchy will support an additional intermediary core network key KAMF to be used between the UE and the AMF in the serving network.

2. Yes, there is a need for an additional backward security during AMF changes, and it should be supported with forward security in the same release.
3. Yes, there is a need for an additional forward security during AMF changes, and it should be supported with backward security in the same release. 
***
END OF CHANGES
***
